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Automated document redaction tools for

Windows

Nutrient lets you search the document for text matching predefined patterns and then create

redactions on top of the matching text. After the redaction is applied, the text will be permanently and

irreversibly removed.

Note that, by design, some of the preset patterns might overfit the criteria (i.e. include false positive

results). This might happen since we strive for including all positive results and avoiding data loss. Make

sure to review the matches found.

PATTERN NAME

CREDIT CARD NUMB

ER

DATE

TIME

EMAIL ADDRESS

INTERNATIONAL PH

ONE_NUMBER

IP V4

DESCRIPTION

Catches credit card numbers with a number beginning with 1-6, and must be 13-
anywhere in the number.

Matches date formats such as mm/dd/yyyy, mm/dd/yy, dd/mm/yyyy, and dd/mr
31 and will match if a leading zero is or is not used for a single digit day or month

Matches time formats such as 00:00:00, 00:00, 00:00 PM. 12- and 24-hour form:
denotation are both optional.

Matches an email address with the format of xyzexyz.xyz , where xyz can be ar
about the email pattern.

Matches international-style phone numbers with a prefix of + or 00,
anywhere within the number.

Matches an IPV4 address limited to number ranges of 0-255, with a


https://www.nutrient.io/contact-sales?=sdk
https://www.nutrient.io/guides/windows/
https://www.nutrient.io/guides/windows/
http://emailregex.com/
https://www.nutrient.io/sdk/developers
https://www.nutrient.io/low-code/help-center
https://www.nutrient.io/workflow-automation/help-center
https://www.nutrient.io/api/documentation/

PATTERN NAME

IP V6

MAC_ADDRESS

NORTH_AMERICAN P

HONE_NUMBER

SOCIAL_ SECURITY

NUMBER

URL

US_ZIP_CODE

VIN

DESCRIPTION

Matches full and compressed |IPv6 addresses as defined in RFC 2373.

Matches a MAC address with delimiters of either - or

Matches an NANP style phone number. In general, this will match the US and Ce
pattern will also match an optional international prefix of +1 .

Matches a US social security number (SSN). The format of the number should b
denoting [0-9]. We expect the number to have word boundaries on either side, o

Matches a URL with a prefix of http

Matches a USA-style zip code. The format expected is 00000 or 00000-0000, w

Matches US and ISO 3779 standard VINs. The format expects 17 characters, witr
0 , _ characters are not allowed in upper or lower case.

To create redactions that match a preset pattern, use a( Pdf.Document.createRedactionsBySearchasync|()

operation with a preset strategy, like so:

annotationIds = PDFView.Document.CreateRedactionsBySearchAsync(Sea:.

To actually redact the document after all the redaction annotations are added, you can call the

Pdf.Document .ApplyRedactionsAsync() APl method. This will overwrite the existing document, removing

content irreversibly:

PDFView.Document.ApplyRedactionsAsync();

Was this helpful?
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https://www.nutrient.io/api/windows/PSPDFKit/PSPDFKit.Pdf.Document.html#PSPDFKit_Pdf_Document_CreateRedactionsBySearch_PSPDFKitFoundation_Search_SearchPattern_PSPDFKit_Search_RedactionSearchOptions_
https://www.nutrient.io/api/windows/PSPDFKit/PSPDFKit.Pdf.Document.html#PSPDFKit_Pdf_Document_ApplyRedactionsAsync
https://en.wikipedia.org/wiki/North_American_Numbering_Plan

Questions? Contact us



https://www.nutrient.io/company/contact/

